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Model
License Lite Standard | Advanced Lite Standard Advanced
e R~r 1U 1U
10G fiber 0 0 0 2 2 2
Giga fiber 0 0 0 4 4 4
Giga copper 8 8 8 8 8 8
EILSFERGE N 0.5M 1M 2M 2M 4M 8M
JEEE R E(bps) | 400M | 800M 1.5G 1.2G 2.4G 4.8G
AFAHEN 2 10 50 10 100 200
SEEFERENIEEE 4 10 50 10 100 200
(Gl 4 50 200 50 500 1000




Model

License Lite Standard | Advanced Lite Standard Advanced

LAN bypass Yes Yes

TR Yes Yes

AP LB in bridge Yes Yes Yes Yes Yes Yes
mode

AP LB in router No Yes Yes No Yes Yes
mode

Advanced LB No No Yes No No Yes
modes

GSLB Optional Optional
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Main Functions

Load Balancing and Fault Tolerance.
DNS proxy
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Application Examples

1. Server Load Balancing

2. Outbound WAN Load Balancing
3. Inbound WAN Load Balancing
4. Global Server Load Balancing
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1. LB on Servers
(Server LB)




2. LB on WAN Routers
(Outbound WAN LB)




3. DNS Proxy on WANSs
(Inbound WAN LB)




4. DNS Proxy on Sites

(GSLB)
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5=1+3
(Inbound WAN LB + SLB)




6=1+4
(GSLB + SLB)

S1S2 sSijtel Site2 S3 S4
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7=1+3+4
(GSLB + In. WAN LB + SLB)
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S1S2 Sijtel Site2 S3 54
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ErERETE

UI (User Interface)

= Web UI
— https://192.168.1.99/
— http://192.168.1.99/

“ CLI
— telnet 192.168.1.99
—ssh 192.168.1.99
— RS232 console (115200, 8, N, 1, N)

B[!]lan inBOX


https://192.168.1.99/
http://192.168.1.99/

I
i vl

Management IP : 192.168.1.99/24
RS232 console is always on

https and ssh are on

http and telnet are off

Username: admin

Password: admin
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Username: emergency
Password: emergency
RS232 console port B 1L 12 30F)

rkh

3E

JICLI i %

— get all FI[HIRAEREE

— save config from default to system #& 7 H 5% €
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WEB UI Login

BEEH INBOX e

Lsername |admin

Password |****#|

Login |

2006-2007 Softinbox Inc. All rights reserued.é
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Do HmEH ! B3 IPAINL/FHEMEES i ST
1 . ekt i Y4
| - FERERARER : 1 192.168.1.99/24 {37 filks Tis #i 1%%%‘:%%@
| o= A ' 2 192.188.1.100/24 {E2 #is L% ikl
o ZRERE :
! 1
LBt | @EEEb1IPve
: ;IZ‘I;E,;TEE : By IPvE/mask Efinh
1
' X B e HIUT T Fi% #i
Eslaions : S AP AW 100/64 [N BB B g -

- 2 WL TS A 10054
[z e F
| ARSETY ]
: = RS 1 Bridge b1 MAC aging time
| ERAERRE | 300 sec
I = SHMP X e
1
o :
E IH : Bridge b1 spanning tree
| e AR \ off
1
o R EEN . gk
R :
L e e e e e e e e e e - —_
IP watch
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IP6 watch
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|192.168.1.99
EHAIP ‘
P HE 0 192.168.1.99 TS
F4YREIES 0 255,255,255.0 |255.255,255.0
fE2
sy EE
PEHISEE
TELL AR 0 192.168.1.1
{2l
— o —
A b e .
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ey |255.255.255.0
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£3.1.99" 5 password:

o ServerDiff

n flush
n append 192, 168, 1. 95
n flush

ip flush

ip flush

ip flush

ip append 1 .
ip append 13Z, 168,
7 flush
1 flush
n flush
v flush
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g Ry Thee

Control-A BRE e S YA AT
Control-B or LEFT FRT () —EFTT -
Control-C HUB < -

Control-D or DELETE

THER AR EHIFIT -

Control-E

BEldy S HIE 1% ©

Control-F or RIGHT

Fig (H) —#EFT -

Control-H or Backspace

THERIFAR A EHIFIT ©

Control-P or UP

TN EAGSMELE BT EG S GIFELE - W

SEERRE > Control-PaUPE] A 2R EEY Fij—1{[E an < -

Control-N or DOWN

BIEEFE 52 @A > Control-N2kDOWN ] FH 2SR N —{E a7 °

Control-R bR EE -
TAB HNER)
Enter TS °
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set bridge b1 ip flush
set brdige b1 ip append 192.168.1.99/24

set route default 192.168.1.1
t3Rerror message --> &8 & W
REBRNEOHER-->EEEN
get bridge

get all

tool ping www.yahoo.com
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192.168.1.32
192.168.1.0/24
192.168.1.99/24
192.168.1.99/255.255.255.0

2001:db8:1111:2222::ff
(==2001:db8:1111:2222:0:0:0:ff)

2001:db8:1111:2222::ff/64
2001:db8:1111:2222::/64
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Firewall ¥,

Internet

=8 ServerDiff ZEIRYZRHEE

Switch

S3

Other

DB1 DB2

servers

Clients



LB Modes

Lite

Standard

Advanced

AP LB:

Transparent Bridge Mode

Y

AP LB:

VIP Bridge Mode

Y

AP LB:

One-Arm Mode

Y

AP LB:

Transparent Router Mode

AP LB:

VIP Router Mode

AP LB:

FW Mode

<|=<|=<|=<|=<|=<

AP LB:

Triangle Routing Mode

Transparent Proxy LB

OO IN O LN DA[WIN|F

Router LB

—
o

Bridge LB

—
—

FW LB

—
N

Mirror Port LB

<|=<|=<|=<|=<|=<|=<|=<|=<|=<|=<]|=x<
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— : AP LB, Transparent Bridge
Mode, BB EEC

fiServerDiff& Y Switch CIIEIEIEEE] --ererreeees

bridge (1751 & switch) .
EEREilE eI ServerDiff :
Management IP:
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- | Other
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ZHA R E0RYE

Ethernet speed, duplex and autoneqgotiation

e3 VLANMN setting

Ethernet Speed, duplex and autonegotiation YLAM ID Attach to bridge Path cost  Port priority
el (HAY none b1 100 a2 dit
&2 (HA) Insert Flush
e3 all-auto Edit
a4 all-auto Edit e4 VLAN setting
&5 all-auta Edit WLah ID attach to bridge  Path cost Port priority
ef all-auto Edit nane b1 100 32 Edit
ev all-auto Edit
_ Insert Flush
ed all-auto Edit
ed ¥YLAN setting
Ethernet bonding ) o
“WLak ID attach to bridge  Path cost Port priority
Ethernet Bonding mode Bonding master none hi 100 32 Edit
el (Ha)
Insert Flush
ez (HAY
e balance-rr -—= Edit e6 YLAN setting
a4 balance-rr -—= Edit _ o
_ YLAM ID Attach to bridge Path cost  Port priority
ek balance-rr -—= Edit )
] none al} 100 32 Edit
e balance-rr -—- Edit
a7 balance-rr --- Edit Insert Flush
ed balance-rr --- Edit
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ZHA R E0RYE

Bridge b1l IP
Index IP/mask Insert
1 192.168.1.99/24 Edit Delete [nsert
Bridge bl IPv6
Indesx IPvE/rmask Insert
1 2001:dbi:1:2:: ff/o4 Edit Delete Insert
IP wiatch
Index Ip Bridge Insert

1 192,168.1.31 b1
2 192,168.1.32 b1
3 192,168.1.33 b1
4 192,168.1.24 b1

Edit Delete
Edit Delete Up Down Insert

Down Insert

Edit Delete Up Down [nsert

Edit Delete Up Insert

Static routes

Index Destination subnet Gateway [nsert
Default route
192,168.1.1
Edit
IPv6 static routes
Index Destination subnet Gateway Insert

IPvo default route
2001:dbB:1:2::1

m
o
=

IP6 watch

Index

1 2001:dbs:1:2::31 bl
2 2001:dbB:1:2::32 b1
3 2001:db8:1:2::33 b1
4 2001:db8:1:2::34 bi

IPS Bridge Insert
Edit Celete

Edit Delete Up Down Insert

Down Insert

Edit Delete Up Down Insert

Edit Delete Up Insert

DMNS servers
8.8.8.8

m
o
=
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“<en I'J Ll IR spas
222 = I

Parameters

Enabled ar disabled: Enabled
Group name: Transparent_Bridge
Yirtual IP: 192,168.1.31

Yirtual IPG: 2001:db8:1:2::31

Server list

Index Server [P

Server IPG

1 192.168.1.31 Z001:db&:1:2::
192.1658.1.32 2001:dbB:1:2::

Parts: TCPEO, TCP443
Load balancing algorithm: WRR
Health check methad: HTTP

2
3 192.168.1.33 2001:db3:1:2::
4

192.1658.1.34 2001:dbB:1:2::

Health check port: TCPBO
HTTP UEL to check: /

HTTP text to match: 200 Ok
HTTP hast to check:

HTTP additional header 1; Inbound filters
HTTP additional header 2; Index Label Bridge
HTTP additional header 3: 1

Health check interval {in sec): 10

Health check counts: 1:1:0:1:1:0 2

Granularity: S
SO timeout {in sec): a0
SO connection limit: 1000000
Log: on
SMAT IP:
SHAT IPG:
all severs down action: DROP
One server down action: CONTIMUE

Il
p
=

Source IP

31
32
33
a4

1

1
1
1

10o00aoaooa
l00a0oaoao
1000000000
l00a0oaoao

Destination IP

192,1568.1.31-192.168.1.24

192.168.1.31-192.168.1.24

10,10,10.123

Weight Connection limit SO0 limit

1000a00o0a
1000000000
1000000000
10000o00aoao

Misc,

TCP
dstport=80

TCP
dstpart=443

E:
Et
Et
E:

Log Action
on L45W  EC
51
on L45W EcC
51

on ACCEPT Ec
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RS L
s <A Me
tool halink O

- 521

tool halink 1 el all-auto
tool halink 2 el all-auto e2 all-auto

EEREIZAE
_ Btz =E= DRl

W
YR —

A AE

&

AES AL - 2 AHA

1 ( RS232, SSH, telnet )
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EmEE

(1) —&PCiF & ping management IP.
(2)EHEkEn= -
BiE—lPEFREREEEETF - BEFHE
R o] I 7 BTMIping1® 1 %{Epongfi s -

(DR AR ARL2ENEFE S HE””1 58
AFUIRA] - ABVIP &R of UIRFRI(E A
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FREEERES

Statusig PI R R 1€ A [E]
T2k / #
RIERELRII R /
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FEREEEIUOIC S LAN Bypass
ThEE - BiaE R

Z< ~port 1 and port 28

[ bypassIfgE - EfEEKport 1

and port 2& ZE B3R

]
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LAN Bypass &% /E

an =8 MEA ( RS232, SSH, telnet )
onFﬂZ . Off1= FF
A_ 4
—_#HERLA : tool bypass on on
&= H : tool bypass off off
BEREI ZEN
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HA & LAN Bypass

1 HTJ"T%J ] °
JHARG £ &3

O]

M

T“r

=L

= : LAN BypassFHIHARTHS - ¥ A 0]

JLAN bypasshs &
R iEx

System information

Hosthame: _

Model name: ServerDiff SGU4200
Serial numhber:
License: Lite

HW wersiorng 1]

Hw =& L halink=:&1,all-auto,e2, all-auto; bypass=off, off;

SW version:
Uptime: 34 min
Max load (%) 02 5%y

System information

Hostname: “

Model name: ServerDiff SGU4200
Serial numhber:
License: Lite
HA

W osetup: halink=0;bypass=on,orm
S ver
Uptime: 2 min
Max load (360 0w x s =
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— : AP LB, VIP Bridge Mode,
VIPIE 0

i ServerDiffE ik Switch CEEEEL -eeeeeevereee
bridge (1751 & switch) . B Other
EAE(ERas AT Management IP: - Servers

192.168.1.99
VIP:

ServerDifff¥E5efk ~ 192.168.1.100 . S
% EHEEEEVIP » §
#2(E > Bl ZH A,
ST B SR Y 4
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VIPTE

1% 1ZEL2VIP - Bl =/ Ekzz 88 &
B IR EE N 78 R

ServerTE@Jﬁ 1 ZHIRIKIP

T ServerDIff E F B oJgeEZIEI1—1&

switchzl 2%t/ —{EVLAN

HFE S1-S4ZRBEHNFE - H1E

=EHEEIE
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VIPE = ETRYE

Ethernet speed, duplex and autoneqgotiation

e3 VLANMN setting

Ethernet Speed, duplex and autonegotiation YLAM ID Attach to bridge Path cost  Port priority
el (HAY none b1 100 a2 dit
&2 (HA) Insert Flush
e3 all-auto Edit
a4 all-auto Edit e4 VLAN setting
&5 all-auta Edit WLah ID attach to bridge  Path cost Port priority
ef all-auto Edit nane b1 100 32 Edit
ev all-auto Edit
_ Insert Flush
ed all-auto Edit
ed ¥YLAN setting
Ethernet bonding ) o
“WLak ID attach to bridge  Path cost Port priority
Ethernet Bonding mode Bonding master none hi 100 32 Edit
el (Ha)
Insert Flush
ez (HAY
e balance-rr -—= Edit e6 YLAN setting
a4 balance-rr -—= Edit _ o
_ YLAM ID Attach to bridge Path cost  Port priority
ek balance-rr -—= Edit )
] none al} 100 32 Edit
e balance-rr -—- Edit
a7 balance-rr --- Edit Insert Flush
ed balance-rr --- Edit
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VIPiE 095

Bridge b1l IP

Index IP/mask
1 192,168.1.99/24 Edit Delete

Insert
Down Insert

2 192,168.1.100/24 Edit Delete Up

Insert

Static routes

Index Destination subnet Gateway  Insert
Default route
192,168.1.1
Edit
IPv6 static routes
Index Destination subnet Gateway  [nsert

IPv6 default route

al

Edit
DMNS servers
2.8.58.8

Edit




Server IP6 Weight Connection limit

1

\-/‘ (I B2 PS50

— lell:IE;Z: I =

Parameters

Enabled or disabled: Enabled

Group name: YIP_Bridge

Yirtual IP: 192.168.1.100

Wirtual IPG;

Ports: TCP30,TCP443

Load balancing algorithm: WRR

Health check method: HTTP Server list
Health check port: TCPBO Index  Server IP
HTTP LEL to check: / 1 192.168.1.31
HTTP text to match: 200 OK 2 182.168.1.32
HTTP host to check: 3 192.168&.1.33

4 192.168.1.24

HTTP additional header 1.
HTTP additional header 2:
HTTP additional header 3:
Health check interval {in sech: 10
Health check counts: 1:1:0:1: 1.0
Granularity: 5
5D timeout (in sec): 60
S0 connection limit: 1000000
Log: on
SMAT IP:
SMAT IPG:
all severs down action: DROP

One server down action: CONTIMUE

m
o
=

1
1
1

10000oaoao
l00a0oaoao
1000aoaooa
l00a0oaoao

50 limit
l00a0aoooo
la0acaoaoo
1000a00aog
la0acaoaoo

Im Im [m |m
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= :APLB, VIP One-Armed
Mode, VIPEJliE= ...

Servers

Py
[ HEH EVIP
ServerDiffi# (6] g 72

Y
(5 IR 225 0] 44 ServerDiff
ServerDiff[a|45{H HE

ServerDiff
Management IP:

—

192.168.1.99 5B
VIP: 192.168.1.100 PN PN 2P0 PO

CIS (BN 8 N ﬁlg w Lrs S

= = = =

(o)) o)) (o)) (o))

o] o) o] o]

[ [N [ [

= N w EAN
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VIPE il =V HY451E

B

ZRWE - 5 ServerDiff EM—A T -
FServer—ixE £ Switch B O]
FERHBZNEZRVIP 192. 168 1.100

Server® 2| E LR 21 = 2K B ServerDiff
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Active

VIPEflE a1

Switch S ) S T S Ry W ) M I M

*
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Standby




VIPEHiliEz0RYE

Ethernet speed, duplex and autoneqgotiation

e3 VLANMN setting

Ethernet Speed, duplex and autonegotiation YLAM ID Attach to bridge Path cost  Port priority
el (HAY none b1 100 a2 dit
&2 (HA) Insert Flush
e3 all-auto Edit
a4 all-auto Edit e4 VLAN setting
&5 all-auta Edit WLah ID attach to bridge  Path cost Port priority
ef all-auto Edit nane b1 100 32 Edit
ev all-auto Edit
_ Insert Flush
ed all-auto Edit
ed ¥YLAN setting
Ethernet bonding ) o
“WLak ID attach to bridge  Path cost Port priority
Ethernet Bonding mode Bonding master none hi 100 32 Edit
el (Ha)
Insert Flush
ez (HAY
e balance-rr -—= Edit e6 YLAN setting
a4 balance-rr -—= Edit _ o
_ YLAM ID Attach to bridge Path cost  Port priority
ek balance-rr -—= Edit )
] none al} 100 32 dit
e balance-rr -—- Edit
a7 balance-rr --- Edit Insert Flush
ed balance-rr --- Edit
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VIPEHE=0RYE

Bridge b1l IP

Index IP/mask
1 192,168.1.99/24 Edit Delete

Insert
Down Insert

2 192.168.1.100/24 Edit Delete Up

Insert

Static routes

Index Destination subnet Gateway Insert

Default route
192.168.1.1

m
o
=

IPv6G static routes

Index Destination subnet Gateway [nsert

IPv6 default route
al

m
L
=t

DMS servers
8.8.8.8

m
L
=t




VIPEHE=0RYE

Enabled or disabled: Enabled
Group name: COne_Arm
Yirtual IP: 192,168.1.100

Yirtual IPG:

Ports: TCPE0,TCP442

Load balancing algorithm: WRR Server list

Health check methad: HTTP Index  Server IP Server IP6 Weight Connection limit 5D limit
Health check port: TCP20 1 192.168.1.31 1 l000oooooo  100odcoooo E
HTTP URL to check: / 2 192,1658,1.22 1 1000a00aod  1ao0dooooa E
HTTP text to match: 200 OK 3 192.188.1.33 1 1000000000 1000000000 E
HTTP host to check: 4 192.168.1.34 1 l000oooooo  100odcooco E

HTTP additional header 1
HTTP additional header 2:
HTTP additional header 3:
Health check interval {in sec): 10
Health check counts: 1:1:0:1:1:0
Granularity: S
SO timeout {in sec); 60
S0 connection limit: 1000000
Log: on
SMAT IP: 192.168.1.100
SMAT IPG:

All severs down action: DROP

L]
One server down action: CONTINUE BEED ill BOX

m
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: AP LB, Transparent

Routing Mode, EHAEE R 1E

FEServerDiff & & %
Hes o DL
192.168.1.0/24 > [J
MR
192.168.2.0/24

ServerDiffz5% 78 5E ik
% [FEHEREHEE
S1—S4#2(E » RlIn]
=R S = A A
H ¥ i

1S

1€°¢'891°¢6T
¢e¢'891°¢oT

€€ ¢'891°¢oT

=

- | Other
W Servers

ve2'891°¢61
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B FE B RS IR AR T =
Servero] & 2l{E BERIRIRIP
£ ServerDiff K NS 0I8EE

=]

switchzl, 2% 1] —1

—

VLAN

d|ul

EREREESSL-S4 - TS5 ARRE

2SN
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B HA P R T0RYE

Ethernet speed, duplex and autoneqgotiation

Ethernet Speed, duplex and autonegotiation

e3 ¥YLAMN setting

el (HAY
22 (HAY
e all-auto Edit
e all-auto Edit
25 all-auto Edit
=1} all-auto Edit
a7 all-auto Edit
ed all-auto Edit
Ethernet bonding
Ethernet Bonding mode Bonding master
el {HAY
e (HAY
23 balance-rr - Edit
ed balance-rr - Edit
eh balance-rr - Edit
=1} balance-rr - Edit
= balance-rr -— Edit
el balance-rr -—- Edit

YLAM ID Attach to bridge Path cost  Port priority
none b1 100 3z Edit
Insert Flush
e4 YLAMN setting
WLah ID attach to bridge Path cost Port priority
none b1 100 3z Edit
Insert FElush
ed YLAMN setting
“WLah ID attach to bridge Path cost  Port priority
none b2 100 3z Edit
Insert Flush
et YLAN setting
WLak ID attach to bridge Path cost  Port priority
none ba 100 32 Edit

Insert Flush
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ZHA R TURYE

Static routes

Bridge b1l IP

Index IP/mask Insert
1 192.168.1.99/24 Edit Delete Insert

Bridge b2 IP

Index IP/mask Ihsert
1 192.168.2.1/24 Edit Delete Insert

Index Destination subnet Gateway  Insert
Default route
192.168.1.1
Edit
IPv6 static routes
Index Destination subnet Gateway  [nsert

IPv6 default route

ol

Edit
DMNS servers
8.8.8.8

Edit




475 HA B5 B 15

Parameters

Enabled or disabled: Enabled
Group name: Transparent_Router
Wirtual IP: 192,168.2.31

Yirtual IP6: Server list
Ports: TCP30,TCP442 Index Server IP
Load balancing algorithm: WRR 1 192.168.2.31
Health check method: HTTP 4 182.168.2.352
Health check port: TCP20 g 122,158,2.38
4 192.168.2.34

HTTP URL to check: /
HTTP text to match: 200 O
HTTP host to check:
HTTP additional header 1:
HTTP additional header 2:
HTTP additional header 3:
Health check interval {in sec): 10
Health check counts: 1:1:0:1: 1:0
Granularity: 5
SD timeout {in sec): 60
SO connection limit: 1000000
Lag: on
SMNAT IP:
SMAT IPG:
all severs down action: DROP
Cne server down action: COMTIMUE

m
o
=

v
—
—

r
L

1

1
1
1

AL —

Server IP6 Weight Connection limit

l00a0oaoao
l00a0oaoao
10000oaoao
l00a0oaoao

SO limit
1000000000 Ec
1000000000 Ec
1000000000 Ec
1000000000 Ec
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ZEHA P R T0RYE

Inbound filters

Index Label Bridge Source IP Destination IP Misc. Log Action
1 192.168.2.31-192.168.2.34 TCP on  L45W Ed
dstport=80 Gl
2 192.168.2,.31-192.168.2.34 TCP on  L45w Ed
dstport=443 Gl
3 10.10.10.123 on ACCEPT Ed




fi: AP LB, VIP Routing Mode,
VIPEEEEE

fiServerDIff & ks T e

Hes - DL ESEE MIP: 192.168.1.99 : = Other
192.168.1.0/24 > L) VIP: 192.168.1.100 : Servers
R " sooooos.

192.168.2.0/24

ServerDiffz5% 78 5E ik
& EHZEELVIP
#EE > BN = H &k
ST BN B

0
[

=0
©
5N
|
o)
e
)
w
N

=0
©
5w
=
o)
e
N
w
&)

= =
O O
N N
= =
(@)) (@)]
00 00
N N
w w
= HAN

Baﬁﬂ inBOX
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VIPRZ EHiE Ay 4514

/.I— —_—

ERAZEEVIP - TS ARAREEHTE
FAZ i
ServerS] &2 A& HIRSAIP

£ ServerDIff £ F AU gEZEXZ &
switchzl, 225 1] —{&VLAN
BiEERSI—SM4E2SEEHTH - H{E
=2EEEIE

inBOX
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VIPEEERETURYE

Ethernet speed, duplex and autoneqgotiation

Ethernet Speed, duplex and autonegotiation

e3 ¥YLAMN setting

el (HAY
22 (HAY
e all-auto Edit
e all-auto Edit
25 all-auto Edit
=1} all-auto Edit
a7 all-auto Edit
ed all-auto Edit
Ethernet bonding
Ethernet Bonding mode Bonding master
el {HAY
e (HAY
23 balance-rr - Edit
ed balance-rr - Edit
eh balance-rr - Edit
=1} balance-rr - Edit
= balance-rr -— Edit
el balance-rr -—- Edit

YLAM ID Attach to bridge Path cost  Port priority
none b1 100 3z Edit
Insert Flush
e4 YLAMN setting
WLah ID attach to bridge Path cost Port priority
none b1 100 3z Edit
Insert FElush
ed YLAMN setting
“WLah ID attach to bridge Path cost  Port priority
none b2 100 3z Edit
Insert Flush
et YLAN setting
WLak ID attach to bridge Path cost  Port priority
none ba 100 32 Edit

Insert Flush

B[!]laﬂ inBOX



VIPEEEEURYE

Bridge b1l IP

Index IP/mask
1 192,168.1.99/24 Edit Delete

Insert

Down Insert

2 192.168.1.100/24 Edit Delete Up

Insert

Static routes

Bridge b2 IP

IP/mask
1 192.168.2.1/24 Edit Delete

Index

Insert
Insert

Index Destination subnet Gateway  Insert
Default route
192.168.1.1
Edit
IPv6 static routes
Index Destination subnet Gateway  [nsert

IPv6 default route

ol

Edit
DMNS servers
8.8.8.8

Edit




VIR EHiE sty Es T
Pia R HYER A2

Parameters

Enabled or disabled: Enabled

Group name: YIP_Router

Wirtual IP: 192.168.1.100

Yirtual IPG:

Forts: TCRP30,TCP443

Load balancing algorithm: WRR Server list

Health check method: HTTP Index  Server IP Server PG Weight Connection limit SO limit
Health check port: TCPSO 1 192.168.2.31 1 1000000000 1000000000
HTTP URL to check: / 2 192.168.2.32 1 1000000000 1000000000
HTTP text to match: 200 O 3 192,168.2.33 1 l0googooao 10000o00o0o0
HTTP host to chack: 4 192.158.2.34 1 i0QoQoooooo 1000000000

HTTP additional header 1:

HTTP additional header 2:

HTTP additional header 3:
Health check interval {in sec): 10
Health check counts: 1:1:0:1:1:0

[

Granularity: 5
SD timeout {in sec): 60
S0 connection limit:; 1000000
Log: on
SMNAT IP:
SMAT IPA:
all severs down action: DROP
Cne server down action: COMTIMUE in Box

m
o
=



7% . AP LB, VIP FW Mode, VIPP3
Kl E =y
2 ServerDiff & gk A

BB KAE - DA 2 30.30.30.1
30.30.30.0/243 649  30.30.30.2
Bt DI E :
192.168.1.0/24%. 5
AGEZ

- | Other
Servers

ServerDiffz% 8 5E ik

% (EHEE EVIP
BRAE > Bl EE A
sg it

R0 Ry e
(o] (o) (o)
I S N
= = =
(@)) (@)} (@)}
® & o
kB B
w w w
- N w

BEE[I inBOX
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R

VIPPh YOS ETU RS 1E

3 ServerDIffo] = a— B S KE - 7
[N A BIPAE A A I ERESITA A
P4 Es

ERZEL2VIP - Bl =5 0Rzszs8 851
B 25 %5

Servero] & 2{FERERIRIGIP

£ ServerDiff £ N Ao BEREZIN—&
switchzl, &% 1t/]—{&VLAN

inBOX
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VIPEAXiE S TURYE

Ethernet speed, duplex and autoneqgotiation

Ethernet Speed, duplex and autonegotiation

e3 ¥YLAMN setting

el (HAY
22 (HAY
e all-auto Edit
e all-auto Edit
25 all-auto Edit
=1} all-auto Edit
a7 all-auto Edit
ed all-auto Edit
Ethernet bonding
Ethernet Bonding mode Bonding master
el {HAY
e (HAY
23 balance-rr - Edit
ed balance-rr - Edit
eh balance-rr - Edit
=1} balance-rr - Edit
= balance-rr -— Edit
el balance-rr -—- Edit

YLAM ID Attach to bridge Path cost  Port priority
none b1 100 3z Edit
Insert Flush
e4 YLAMN setting
WLah ID attach to bridge Path cost Port priority
none b1 100 3z Edit
Insert FElush
ed YLAMN setting
“WLah ID attach to bridge Path cost  Port priority
none b2 100 3z Edit
Insert Flush
et YLAN setting
WLak ID attach to bridge Path cost  Port priority
none ba 100 32 Edit

Insert Flush

B[!]laﬂ inBOX



VIPEAXiE S TURYE

Static routes

Bridge b1l IP
Index IP/mask Insert
1 192.168.1.254/24 Edit Delete Insert
Bridge b2 IP
Index IP/mask Insert

Edit Celete
Edit Delete Up Down Insert

1 30.30.30.1/24
2 30.30.30.2/24
3 30.30.30.3/24

Diowin Insert

Edit Delete Up Insert

Index Destination subnet  Gateway Insert
1 Edit Delete Insert
Default route
30.30,30.254
Edit
IPv6 static routes
Index Destination subnet Gateway  [nsert

IPv6 default route

il

Edit
DMNS servers
2.8.8.8

Edit




VIPES XIS ETURYE

Inbound filters

Index Label PBridge Source IP Destination IP Misc, Log action
1 30.30.20.2 TCP on DMAT Ec
dstport=1022 192,1658.1.31
port 22

Outbound filters

Index Bridge Source IP Destination IP Misc, Log Action

1 192.168.1.0,/24 an SMAT  Edit Delete
20.30.30.1




I

T
a
- 1] L4

¥
=1
Wiid
(1=
\1|
<

!
(

VIPEL XIS

Enabled or disabled: Enabled

Group name: FYWY

Yirtual IP: 30.30.30.3

Yirtual IPG:

Parts: TCPEO, TCP443

Load balancing algorithm: WRR Server list

Health check methad: HTTP Index  Server IP Server IP6 Weight Connection limit 5D limit
Health check port: TCPE0 1 192.168.1.31 1 1000000000 10000o0o0oa
HTTP URL to check: / 192.158.1.32 1000000000 1000000000

2 1
HTTP text to match: 200 OK 3 192.168.1.33 1 l10000o0oao  1000o0aoooo
4 192.168.1.34 1 10000odoao  10000aoooo

Im |m Jm [m

HTTP host to check:
HTTP additional header 1.
HTTP additional header 2:
HTTP additional header 3:
Health check interval {in sec): 10
Health check counts: 1:1:0:1:1:0
Granularity: S
SO timeout {in sec): 60
SO connection limit: 1000000
Log: on
SHAT IP:
SHAT IPG:
all severs down action: DROP .
Cne server down action: CONTIMUE in Box

m
o
=



+ : AP LB, VIP Triangle
Routing Mode, VIPE%FEQ

s *;it Servers
[EHZEEEVIP
-ServerDiffif AR5 - Switch l
BERFACIRIP 2 (5 &
AJIP
Eﬁg “““““
[mfkes EREEGEERE >
A &K ServerDiff .~ oo
ServerDiff
Management IP:
192.168.1.99 DB2
VIP: 192.168.1.100 § 0 'é % § o § &
= = = =
(e)) o (o)} (o))
90 oo °Y oY
P = = =
w w w w
P~ N w &

Bgﬁﬂ inBOX



VIP=AigHEIRISE

-

A/ O

ZREE - i ServerDIff Sk —SEH -
FServer—ix & Switch ~ E A1 O]

FEHBZ0EZRVIP 192.168.1.100

ServerZZ89M=8E192.168.1.1007F
loopback & #4815~

J—\rv—*rJJrr%DServerZFa%zE ERIL27E8
- A o] & S

ServerE#ZE[C4REAZE - AHKE
ServerDIff - OJENEXKNR=

inBOX
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Switch S ) S T S Ry W ) M I M
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Active Stand by



ViP=

— AR EE TS

Ethernet speed, duplex and autoneqgotiation

e3 VLANMN setting

Ethernet Speed, duplex and autonegotiation YLAM ID Attach to bridge Path cost  Port priority
el (HAY none b1 100 a2 dit
&2 (HA) Insert Flush
e3 all-auto Edit
a4 all-auto Edit e4 VLAN setting
&5 all-auta Edit WLah ID attach to bridge  Path cost Port priority
ef all-auto Edit nane b1 100 32 Edit
ev all-auto Edit
_ Insert Flush
ed all-auto Edit
ed ¥YLAN setting
Ethernet bonding ) o
“WLak ID attach to bridge  Path cost Port priority
Ethernet Bonding mode Bonding master none hi 100 32 Edit
el (Ha)
Insert Flush
ez (HAY
e balance-rr -—= Edit e6 YLAN setting
a4 balance-rr -—= Edit _ o
_ YLAM ID Attach to bridge Path cost  Port priority
ek balance-rr -—= Edit )
] none al} 100 32 dit
e balance-rr -—- Edit
a7 balance-rr --- Edit Insert Flush
ed balance-rr --- Edit

B[!]lan inBOX



VIP=AEREIURYE

Bridge b1l IP

Index IP/mask
1 192,168.1.99/24 Edit Delete

Insert
Down Insert

2 192.168.1.100/24 Edit Delete Up

Insert

Static routes

Index Destination subnet Gateway Insert

Default route
192.168.1.1

m
o
=

IPv6G static routes

Index Destination subnet Gateway [nsert

IPv6 default route
al

m
L
=t

DMS servers
8.8.8.8

m
L
=t




VIP=AEREIURYE

Parameters

Enabled or disabled: Enabled

Group name: Triangle

Yirtual IP: 192.168.1.100

Yirtual IPG;

Ports: TCP20,TCP443

Load balancing algorithm: WRR

Health check methad: HTTP
Health check port: TCPE0
HTTP URL to check: /
HTTP text to match: 200 OK
HTTP host to check:
HTTP additional header 1
HTTP additional header 2:
HTTP additional header 3:

Health check interval {in sec): 10

Health check target:

Health check counts: 1:1:0:1:1:0

Granularity: S
SD timeout {in sec): 60
SD connection limit: 1000000
Log: on
SHAT IP:
SHAT IPG:
DHAT: off
Allow unreplied: on
Reply to server: off
all severs down action: DROP

One server down action: COMTIMUE

m
L
=

S5er

Index Server IP

1

2
2
4

ver list

192.168.1.31 1
192.168.1.32 1
192.168.1.33 1
192.168.1.34 1

Server IP6 Weight Connection limit

S0 limit
100a0o0odo  100dododod E
l00a0o0ooo 10o0dododod E
l100a0o0odo 100dododod E
l00a0o0odo 100dodoaod E

B[!]laﬂ inBOX
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:J 3 B 7'~ —-J%—'?Z_,x
1597 BcE# 4R Round Robin (no weight)
i< IR ¥ & > Ao E#E 4R Weighted Round Robin
(weighted)
g = E5E 2 {8 FH= Balance bandwidth
consumption (weighted)

ki E T EIR A E 4R E(H Balance number of
active connection (welghted)

i< B2 18] Al z= BV (2l FE 3% 5 B &)+ 181 Balance
automatlcally by response time (no weight)

%% 77 BcHash (weighted)

01

I_lll'
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( R&SD
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inBOX



(=R 22 (2 5 A 5t 5
¥ e BEE ER 173Y a4 25,

Ping
TCP connection establishment
SMTP banner

HTTP page test
(http://www.abc.com/health.php)
— http host (www.abc.comzizs )

— http url (/health.php)
— text to match

inBOX
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fi2,

CGREE /KRS - RS Esession @ E
Bk

BIE - ARRAEAR

inBOX



fo = #d B 19l Al =

Port: TCP80 TCP443

Bl ka2 BRI - BRI
- ZHEHNHERE : /
- 2 AN ZF : 200 OK

HAR DAL R ERRE - S5SD -

inBOX



e & MS Terminalf@ i &2

Port: TCP3389
ﬂ AR FORIE  TCPiEAREZE L
AR BORERFE - SESD -

B
BEIEEI inBOX



RESE8FEHG(SMTP)EEE

Port: TCP25

HHE s BRORIELL - SMTP1aAkasrv220[e]&

HAEDIATERR . &

1

=]

[CPZE4R 3B -

B[!]EE inBOX



ic & MS Exchangefd il s5

Port: TCP80

B iRz B2 BRI « AAE A

- ZHEHNHERE : /

- 2 FIRXZF : 200 OK
EAR D AR E R - SELSD -

{iRE F9192.168.1. 1OOPHEXVIP % XE FX T B
UVIPE’J & %%IK TR

Inbound filte

Index Label Bridge Source IP Destination IP Misc, Log Action

1 192.168.1.100 off  L45W  Ed
Gl

inBOX



PRz 1o Al s HY B2 7E

BeEikarrER R LR (Eike=513 )

BFaEiissaYsession#] CPR ( ElAk=sdlaR )
SDERELREPRA] ( FFAHSEL )

inBOX



All Servers Down Action

FhERVE Ak 8RR 1 - S e E AR ELER M
- BEsessionE &R 1 - ARHTARAYELR
LUl R -

CONTINUE: AfHLB - :EER A

DROP: EZE 4R - This is the default
action.

REJECT: EE2EH4R - W[0l&Erejectz1 & -

inBOX



Dne Server Down Action

FlRERERR I EESEIRE: © - 1B
= E T #RServerDiffHl € E Sl lRas AU FE [
;E (SR EBEFEEETHNTE - BUEIE
} o

CONTINUE: #48UX3%% - This is the default
action.

DROP: EZE3H] -

REJECT: EE eIl 0| Erejects & -

inBOX



J\ : Transparent Proxy LB,
FHACE RS T

'af’Z‘

. y
-Clients -> Internet P ...
fihttp traffic (TCP ;;;;;;E;;:Eﬁ
port 80) {1:proxy
group.

Management IP:
192.168.1.99

«ELFproxyify & iEE
PEEARAY B HIIP -

0N PO POV WD
_ng [ 8 N 8 w 8 IEN
= = = =
] ) (@)) (@)) (@)) (@))
Clients in = & > 2 B
192.168.1.0/24 w W W W BEE in
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1B Mswitch - FEREFEIREEE
SbEE

LIIIIIIIIIIIIIIIILY/
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Clients in 55
192.168.1.0/24



(EJ=5 %KEEE@”%%EEQZEPFOXY tAmig

IRE BB HWEZEproxy -
1 ServerDIffiE R EE EproxylF - ALK E

HYIP - Proxy®: < IR M ERRVITAIAE
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A D[R E I HER
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Ethernet speed, duplex and autoneqgotiation

e3 VLANMN setting

Ethernet Speed, duplex and autonegotiation YLAM ID Attach to bridge Path cost  Port priority
el (HAY none b1 100 a2 dit
&2 (HA) Insert Flush
e3 all-auto Edit
a4 all-auto Edit e4 VLAN setting
&5 all-auta Edit WLah ID attach to bridge  Path cost Port priority
ef all-auto Edit nane b1 100 32 Edit
ev all-auto Edit
_ Insert Flush
ed all-auto Edit
ed ¥YLAN setting
Ethernet bonding ) o
“WLak ID attach to bridge  Path cost Port priority
Ethernet Bonding mode Bonding master none hi 100 32 Edit
el (Ha)
Insert Flush
ez (HAY
e balance-rr -—= Edit e6 YLAN setting
a4 balance-rr -—= Edit _ o
_ YLAM ID Attach to bridge Path cost  Port priority
ek balance-rr -—= Edit )
] none al} 100 32 Edit
e balance-rr -—- Edit
a7 balance-rr --- Edit Insert Flush
ed balance-rr --- Edit

BEIEEI inBOX



BHACER S GRYE

Bridge b1l IP

Index IP/mask
1 192,168.1.99/24 Edit Delete

Insert
Insert

Static routes

Index Destination subnet Gateway Insert
Default route
192,1658.1.1
Edit
IPv6 static routes
Index Destination subnet Gateway Insert
IPv6 default route
ol
Edit
DMS servers
g8.8.8.8
Edit




BEHATCER B GRvE

Parameters
Enabled or disabled: Enabled
Group name: Transparent_Proxy
Wirtual IP:
Yirtual IPG:
Ports: TCPE0,TCP443
Load balancing algorithm: WRR
Health check method: HTTP
Health check part: TCPEO
HTTP LEL to check: #
HTTP text to match: 200 O
HTTP host to check:
HTTP additional header 1
HTTP additional header 2;
HTTP additional header 3:
Health check interval {in sech: 10
Health check target:
Health check counts: 1:1:0:1:1:0

Granularity: S
SO timeout {in sec): &0
SO connection limit: 1000000
Log: on
SMaAT IP:
SHAT IPG:
DMAT: off
allow unreplied: off
Reply to server: off
all severs down action: CONTIMUE
Cne server down action: CONTIMUE

M
1
=t

Server list

Index Server IP

1 192.168.1.21 1
2 192,168.1.32 1
3 192.168.1.33 1
4 192,168.1.34 1

Server IPG Weight Connection limit

SD limit
laoaooooono 10o00oaoood E
i1a0aooooono 10o00oaoood E
i1a0aooooono 10o00oaooond E
i1a0aooooono 10o00oaoood E

B[!]la[i inBOX



BHACER S GRYE

Inbound filters

Index
1

Label

Local_Local

Management

TP_Out

Bridge

Source IP

192.168.1.0,/24

192,1658.1.0,/24

192,168.1.31-192.168.1.34

Destination IP

192.168.1.0,/24

192,168.1.99
192,168.1.31-192.168.1.34

Misz. Log Action

on Call E
Management

on Call E

TP_Out

on CaLL E
Local_Local

off L4sin E:

Gl

on ACCERT B

an ACCEPT Ei
an ACCERT B
an ACCEPT B




Building Block for Advanced

LB Modes

FETNAS
connection,
ServerDiff{t{LB.

MEER
connection, ServerDiff
BT ERETIET22K
HY - [El3E2HYpackets=
E=ERITX.

1er /EJnft //EJTX _\Z’

I
BE]IEEI inBOX

\I




ABB in HA




71 : Router LB, iEFZEE 8
{&, Before

||
BE]E[I inBOX



Router LB, After

ServerDiff 1
192.168.1.99

192.168.1.1

192.168.2.1

192.168.1.2

192.168.2.2

ServerDiff 2
192.168.2.99

B[!]la[i inBOX



Router LB,
One bridge

Ethernet speed, duplex and autonegotiation

Ethernet Speed, duplex and autonegotiation

e3 YLAMN setting

el fHAD
ez (HAY
a3 all-auto Edit
e all-auto Edit
=18 all-auto Edit
=1s) all-auto Edit
ey all-auto Edit
=1 all-auto Edit
Ethernet bonding
Ethernet Bonding mode Bonding master
el {HAD
B2 (Ha)
23 balance-rr -—- Edit
e balance-rr - Edit
a5 balance-rr - Edit
eh balance-rr - Edit
a7 balance-rr - Edit
=1 balance-rr - Edit

WLah ID attach to bridge  Path cost Port priority
none b1 100 32 Edit
Insert Flush
ed ¥YLAN setting
“WLak ID attach to bridge  Path cost Port priority
none b1 100 3z Edit
Insert Flush
ed YLAMN setting
YLAM ID Attach to bridge Path cost  Port priority
none b1 100 a2 Edit
Insert Flush
eb VLAMN setting
YLAM ID Attach to bridge Path cost  Port priority
none bi 100 32 Edit
Insert Flush
[ ]
iInBOX

BEEA
I



Router LB
IpP

Static routes

Bridge b1 IP

Index IPfmask

1 192.168.1.99/24 Edit Delete

Insert

Insert

Index Destination subnet Gateway Insert
Default route
192,168.1.1
Edit
IPv6 static routes
Index Destination subnet Gateway Insert

IPv6 default route

m
e
=

DMNS servers
192.168.1.1

m
e
=




Parameters
Enabled or disabled: Enabled
Group name: Router LB
Yirtual IP:
Yirtual IPG:
Ports: TCP20,TCP443
Load balancing algorithm: WRR
Health check methad: PING

Ping TTL: 128
Health check interval {in sec): 10
Health check target: 192,168.2,99
Health check counts: 1:1:0:1: 1.0
Granularity: 5

5D timeout {in sec): 600

S0 connection limit: 1000000
Log: an
SMAT IP:
SMAT IPG:
DMAT: off
Allow unreplied: off
Reply to server: off
all severs down action: DROP
One server down action: COMNTIMUE

Router LB

SLB Group 1

Server list

Index  Server IP
1 192.168.1.1

2 192.168.1.2

Server IP6  Weight

1
1

Connection limit SO limit
1000000000 i00o0ooooo Ed
1000000000 l00oo0ooooo Ed

m
o
=

B[!]E[I inBOX



Router LB
Infilter

Inbound filters

Index Lahel

g From_R1

a From_RZ

10

Bridge

Source
1P

Destination
IF

192,168.1.99

Misc,

forwarded_from=192.162.1.1

forwarded_from=192.162,1.2

Log

an

an

an

an

an

an

an

an

an

an

action

CALL
From_R1

CALL
From_RZ2

ACCERPT

L4S
Gl

REPLY _G'W
192.168.1.1

ACCOUNT_FROM Ed

G1
51

ACCEPT

REPLY _GW
192.168.1.2

ACCOUNT_FROM Ed

G1
52

ACCERPT




Router LB, After, HA

D D D R DR

__ s P M e O o -
BE]E[I inBOX



“+ : Bridge LB, i§iE82 88
{&, Before

<g92.168.1.1

Bﬁﬁﬂ inBOX



Bridge LB, 8% /i router

92.168.1.1

Q»

Baﬁﬂ inBOX



Bridge LB, After
|

/7 (e3)

192.168.1.99
ServerDiff 1

192 #68.2. $68.3.1

\__(e4) (e5) (e6) /
Bl @%‘2

4 192)68.22 19246832

192.164.1.199

J [
| BEE[I inBOX



Bridge LB, Diff1,
Three bridges

Ethernet speed, duplex and autonegotiation

Ethernet Speed, duplex and autonegotiation

e3 ¥YLAN setting

el (HAY
el Y
23 all-auto Edit
e all-auto Edit
25 all-auto Edit
=1 all-auto Edit
ey all-auto Edit
23 all-auto Edit
Ethernet bonding
Ethernet Bonding mode Bonding master
el (HAY
ez (HAY
23 balance-rr -—= Edit
e balance-rr - Edit
e5 balance-rr - Edit
26 balance-rr - Edit
e7 balance-rr - Edit
=1 balance-rr -—= Edit

YLAM ID Attach to bridge Path cost  Port priority
none b1 100 32 Edit
Insert Flush
ed YLAMN setting
YLAMN ID Attach to bridge Path cost  Port priority
none b1 100 32 Edit
Insert Flush
ed YLAM setting
YLAMN ID Attach to bridge Path cost Port priority
Hone b2 100 3z Edit
Insert Flush
eb VLAMN setting
YLAM ID Attach to bridge Path cost Port priority
none b3 100 a2 Edit

Insert Flush

uuHu ImBOX



Bridge LB, Diff1

IpP

Static routes

Bridge b1 IP o
Index Destination subnet Gateway Insert
Index IP/mask Insert
1 192,168.1.99,/24 Edit Delete Insert Default route
192.168.1.1
Bridge b2 IP Edit
Index IP/mask Insert IPv6 static routes
1 192.168.2.1/24 Edit Delete  Insert . .
Index Destination subnet Gateway Insert
Bridge b3 IP IPv6 default route
Index IP/rmask Insert Edit
1 192,168.3.1/24 Edit Delete Insert
DMNS servers
192,168.1.1
Edit




Bridge LB, Diff1

Parameters
Enabled or disabled: Enabled

group 1

Group name: Bridge_LB

Yirtual IP:

Yirtual IPG:

Ports: TCPEO,TCP443 Server list

Load balancing algorithm: WRR Index  Server IP Server IP6 Weight Connection limit  SD limit

Health check methaod: PING 1 192,168.2.2 1 lo0o0ooooon 1000000000 Ed
Ping TTL: 128 2 192,168.3.2 1 lo0o0ooooon 1000000000 Ed

Health check interval {in sec): 10
Health check target:
Health check counts: 1:1:0:1:1:0
Granularity: S
S0 timeout (in sec): 600
S0 connection limit: 1000000
Log: on
SHAT IP:
SHAT IPG:
DMAT: off
Allow unreplied: off
Reply to server: off
all severs down action: CONTINUE

One server down action: CONTINUE B[!] n n

m
L
=




Bridge LB, Diffl

Infilter

Inbound filters

Ihde:x Label

L From_B1

g From_BZ2

10

Bridge Source

Ip

Destination
IF

192,168.1.99

Misc,

forwarded_from=192,168.2.2

forwarded_from=192,168.3.2

Log

an

an

an

ulg]

ulg]

ulg]

ulg]

on

on

ulg]

Action

CaLL
From_B1

CaLL
From_B2

ACCERT

L5
51

EEPLY _GW
192.168.2.2

ACCOUNMT_FROM Ec

G1
51

ACCERT

REPLY _GWwW
192.168.3.2

ACCOUNT_FROM Ec

Gl
52

ACCEPT

Bl inBOX




+— : FW LB, Before

WAN
430.30.30.1

w/, f’
LAN 7 A DMZ
Hy/

192.168.1.254 /77" \192.168.2.254



FW LB, After

| 30.30.30.1
Diff @ WAN
72.16.1.3
1721611 172%12
//’ 5 :’/ :/
-’/ /, g = 2 // (]
='/:’:” 31 2.2 -"/’/:
_/’/ - ’ -/,’ 3 2
2.1
Diff @ LAN 2.3 3.3 Diff @ DMZ

(S| [ | 2 [ |1 [ ea | LB

192.168.2.254

192.168.1.254

]
BEEEI inBOX



FW LB, Diff @ WAN

(€3)

/"30.30.30.1

b
R

b2

Diff @WAN
2.16.1.3

e o 0 AL L L]

(64) (65)
y/
2 04
) 7
s, =N
), S
507 Y,
B WoNN
FW1 . v
S L
L0 i H
S 7y
-/ 4
[ |



FW LB, DIff @ WAN
Two Bridges

Ethernet speed, duplex and autoneqotiation

Ethernet Speed, duplex and autonegotiation

e3 YLAN setting

YWLaM ID Attach to bridge

none

bl

Path cost  Port priarity
100 32 Edit

Insert Flush

el {HA)
g2 (HA)
23 all-auto Edit
ed all-auto Edit
25 all-auto Edit
e6 all-auto Edit
e7 all-auto Edit
s all-auto Edit
Ethernet bonding
Ethernet Bonding mode Bonding master
el (HAY
el (HAY
23 balance-rr - Edit
e balance-rr - Edit
25 balance-rr -—= Edit
=1 balance-rr -—— Edit
ey balance-rr -—= Edit
23 balance-rr -—= Edit

e4 ¥YLAN setting

YWLAM ID Attach to bridge

none

bz

Path cost  Port priority
1aa 32 dit

Insert Flush

ed YLAM setting

YLAM ID Attach to bridge

none

ba

Path cost  Port priority
1aa 32 Edit

Insert Flush




FW LB, Diff @ WAN
IP configs

Static routes
. Index Destination subnet  Gateway Insert
Bridge b1l IP
1 Edit Celete Insert
Index IP/mask Insert
1 30,30.30.1/24 Edit Delet D I t
! L LEEE S SNsBr Default route
2 30.30.30.5/24 Edit Delete Up Insert
30.30.20.254
Edit
Bridge b2 IP
Index IP/mask Insert 2518 SEIHE FEUEE
1 172.16.1.3/24 Edit Delete  Insert Index Cestination subnet Gateway Insert
IPv6 default route
Edit
DMS servers
2.8.8.8
Edit




FW LB, Diff @ WAN

SLB Group 1

Eriduign ur Ul=duiel; erduigu
Group name: FYW_LB_\WARN
Wirtual IP:
Wirtual IPG:
FPorts: TCPE0
Load balancing algorithm: WRER
Health check method: PING

Ping TTL: 128
Health check interval {in sec’: 10
Health check target:
Health check counts: 1:1:0:1:1:0
Granularity: S

SO timeout {in sec): 600

SO connection limit: 1000000
Log: on
SMAT IP:
SMNAT IPG:
DMAT: off
Allow unreplied: off
Reply to server: off
all severs down action: DROP
One server down action: COMTIMUE

Server list
Index Server IP  Server [P6 Weight Connection limit  SD limit
1 172.16.1.1 1 logooaooan 1000000000 Ed
2 172.16.1.2 1 logooaooan 1000000000 Ed
[ ]
BEIE[I inBOX
[P



FW LB, Diff @ WAN
Infilters 1/2

Inbound filters

Indesx Label Bridge Source Destination Misc, Log Action
P P
1 forwarded_from=172.16.1.1 on CaLL Ed
From_FW1
2 forwarded_from=172.16.1.2 on Call Ed
From_FW2
3 on CaLL Ed
Drill_Haole
4 on CaLL Ed
Management
5 on L4Sh Ed
=1
& From_F'wi (uly] REPLY _GW Ed
172.16.1.1
7’ on  ACCOUNT_FROM Ed
51
51
g on ACCEPT Ed

BEE[I inBOX



9

10

11

12

13
14
15
16

Cont. Infilters 2/2

From_F\Wz2

Drill_Hole

Management

20.20.320.5 TCP
dstport=1022

30.20.30.1
30.20.30.5
172.16.1.3

T e T

an

an

an

on

an

on

an

an

REPLY_G'W Ec
172.16.1.2

ACCOUNT_FROM Ec

Gl
52
&ACCEPT Ec
DMAT Ec
192.168.2.5
port 22
DROP Et
DROP Et
&ACCEPT Ec
ACCEPT Et




FW LB, Diff @ WAN

Outfilters

Outbound filters

Index Bridge Source I[P Destination IP Misc,
1 b1

Lag

an

Action

SHaAT
20.30.320.1

Edit Delete

Insert

Insert




FW LB, Diff @ LAN

4
4 i
P Vs
4 )
9 ¥
S L
Fwi . ) FW2
o /
v 20
7y 4
172.16.2.1 /i 71172.16.2.2
[ |

Diff @LAN

p1
\ 192.168.1.254 J

(€3)

B
O

1] inBOX
[

S|



FW LB, Diff @ LAN
Two Bridges

Ethernet speed, duplex and autonegotiation

Ethernet Speed, duplex and autonegotiation

e3 VLAN setting

el (HAY
ez (HA)
a3 all-auto Edit
ed all-auto Edit
25 all-auto Edit
e6 all-auto Edit
e7 all-auto Edit
3 all-auto Edit
Ethernet bonding
Ethernet Bonding mode Bonding master
el (HAY
ez Y
3 balance-rr -— Edit
e balance-rr -— Edit
=18 balance-rr -— Edit
=1 balance-rr -— Edit
ey balance-rr - Edit
28 balance-rr - Edit

YLAM ID Attach to bridge  Path cost Port priority
none b1 100 22 Edit
Insert Flush
el ¥LAN setting
YLAM ID Attach to bridge  Path cost  Port priority
none bz 100 22 Edit
Insert Flush
e5 ¥YLAN setting
WLAMN ID Attach to bridge  Path cost  Port priority
none bz 100 32 Edit

Insert Flush

]
HEEE inBOX



FW LB, Diff @ LAN
IpP

Bridge b1 IP Static routes
Indes 1P /mask Insart Index Destination subnet  Gateway Insert
1 192.168.1.254/24 Edit Delete Insert 1 Edit Delete  Insert
Bridge b2 IP Default route
172.16.2.1
Indesx IP/mask Insert
_ Edit
1 172.16.2.3/24 Edit Delete Insert
IPv6 static routes
Index Destination subnet Gateway Insert
IPv6 default route
Edit
DMS servers
3.8.8.8
Edit




FW LB, Diff @ LAN

SLB Group 1

CliguiEu LI wisduied, Ciiduisu
Group name: F'\W_LB_LAMN
Wirtual IP:
Yirtual IPG:
Ports: TCP20
Load balancing algorithm: WRR
Health check method: PING

Ping TTL: 128
Health check interval {in sec): 10
Health check target:
Health check counts: 1:1:0:1:1:0
Granularity: SD

S0 timeout {in sec): 600

S0 connection limit: 1000000
Lag: on
SMAT IP:
SMAT IPG:
DMAT: off
allow unreplied: off
Reply to server: off
all severs down action: DROP
One server down action: CONTIMUE

Server list

SO limit
1000000000 Ec
i1000o0aoooo E

Index Server IP  Server IP6 Weight Connection limit
1 172.16.2.1 1 1000000000

2 172.16.2.2 1 1000a00ooa

—

CHi+ .



FW LB, Diff @ LAN
Infilters 1/2

Inbound filters

Inde:x

Lahel

Bridge

Saurce
IP

Destination IP

192.168.11.0/24

192.168.12.0,/24

Misc.

forwarded_from=172.16.2.1

forwarded_from=172.16.2.2

Lag

an

an

an

an

an

an

Action

Call
From_F'¥'1

Call
From_FWw2

Call
Management

CALL
WEMN

CALL
WEMN

L45W
Gl



10

11

12

13
14
15

16

17

Cont. Infilters 2/2

From_F'W1

From_Fi 2

Management

WPMN

192,168.1.254
172.16.2.3

ulg]

ulg]

ulg]

ulg]

ulg]

ulg]

an

ulg]

ulg]

on

on

REPLY _GW Ec
172.16.2.1

ACCOUNT_FROM Ec
G1
51

ACCERPT Ec

REPLY _GW Et
172.16.2.2

ACCOUNT_FROM Et
51
52

ACCEPT Ec

ACCEPT Ec
ACCEPT
ACCERPT

REG_GW Ec
172.16.2.1

ACCEPT Ec

BEE[I inBOX



FW LB, Diff @ DMZ

4
4 i
P Vs
4 )
9 ¥
S L
Fwi . ) FW2
L] /
v 20
7y 4
172.16.3.1%/ 71172.16.3.2
[ |

Diff @DMZ

h1
\ 192.168.2.254 J

(€3)

B
O

1] inBOX
[

S|



Ethernet speed, duplex and autonegotiation

Ethernet Speed, duplex and autonegotiation

FW LB, Diff @ bMZ
Two Bridges

e3 VLAN setting

el (HAY
ez (HA)
a3 all-auto Edit
ed all-auto Edit
25 all-auto Edit
e6 all-auto Edit
e7 all-auto Edit
3 all-auto Edit
Ethernet bonding
Ethernet Bonding mode Bonding master
el (HAY
ez Y
3 balance-rr -— Edit
e balance-rr -— Edit
=18 balance-rr -— Edit
=1 balance-rr -— Edit
ey balance-rr - Edit
28 balance-rr - Edit

YLAM ID Attach to bridge  Path cost Port priority
none b1 100 22 Edit
Insert Flush
el ¥LAN setting
YLAM ID Attach to bridge  Path cost  Port priority
none bz 100 22 Edit
Insert Flush
e5 ¥YLAN setting
WLAMN ID Attach to bridge  Path cost  Port priority
none bz 100 32 Edit

Insert Flush

]
HEEE inBOX



FW LB, Diff @ DMZ
IpP

Static routes
. Index Destination subnet Gateway Ihsert
Bridge b1 IP
1 Edit Delete Insert
Indew IP/mask Insert
1 192,168.2.254/24 Edit Delete Insert
Default route
172.16.3.1
Bridge b2 IP Edit
Inde:x IP/mask Insert
) IPv6 static routes
1 172.16.3.3/24 Edit Delete Insert
Index Destination subnet Gateway Insert
IPv6 default route
Edit
DMS servers
2.8.8.8
Edit




FW LB,

Diff @ DMZ

SLB Group 1

Cliduizd U Wizguigud, Chiguied

Group name: F'\W_LB_DMZ
Yirtual IP:
Virtual IP&:
Ports: TCP20
Load balancing algorithm: WRR
Health check methad: PING
Ping TTL: 128
Health check interval {in sec): 10
Health check target:
Health check counts: 1:1:0:1:1:0
Granularity: SD
SD timeout {in sec): 600
S0 connection limit: 1000000
Log: on
SMHAT IP:
SMAT IPO:
DMAT: off
Allow unreplied: off
Reply to server: off
all severs down action: DROP

One server down action: COMNTINUE

Server list

Index Server I[P Server IPG Weight Connection limit SO limit
1 172.16.3.1 1 1000ooooon lodooooooo Ec
2 172,16.3.2 1 1000ooooon lo0ooooooo Ec
[ ]
B inBOX




Infilters 1/2

FW LB, Diff @ DMZ

Inbound filters

Inde:x

Label

Bridge Source Destination IP Misc,
IP
forwarded_from=172.16.3.1

forwarded_from=172.16.3.2

192.168.11.0,/24

192.168.12.0,/24

Log

an

an

an

on

on

on

Action
CaLL Et
From_F'W1
CaLL Et
From_F'W?2
CaLL Et
Management
CaLL E¢
WPM
CaLL E¢
WPM
LSy E¢
Gl



10

11

12

13
14
15

16

17

Cont. Infilters 2/2

From_F'W1

From_FWz

Management

WM

192.168.2.254
172.16.3.3

an

an

an

an

an

an

an

on

on

an

an

REPLY _GW Er
172.16.3.1
ACCOUNT_FROM Er
G1
51
ACCEPT Er
REPLY _GW Er
172.16.3.2
ACCOUNT_FROM Er
G1
52
ACCEPT Et
ACCEPT Ei
ACCEPT Er
ACCEPT Er
REQ_G\W Er
172.16.3.1
ACCERT Er

BEE[I inBOX



+—: WAN LB
Inbound and Outbound
Before

WAN 1 router: 1.1.1.254
ServerDiff: 1.1.1.99

AN DMz
LAN == 192.168.3.x
192.168.2.x



WAN 2 router 2.2.2.254

WAN 1 router 1.1.1.254
ServerDiff 2.2.2.99

ServerDiff 1.1.1.99

| poonEas o

ServerDiff 192.168.1.99
FW 192.168.1.1

>

=27

s

82277 DMZ

) 7z ”/
LAN =2275°\192.168.3.x
192.168.2.x/=77

Web 192.168.3.5
DNS 192.168.3.4

inBOX



Tasks

"‘%$+(LAN & DMZ)#E9MInternet) 1O E 4R
. LBE2{& 4R R L -

HOMERREL © TR SRR TR S
a5 -

21.1.1.5 & 2.2.2.5 - mapZxEweb server
192.168.3.5
Biwww.abc.com ;| BAFRVIEEAREE - [O
=1.1.1.5&2.2.2.5

inBOX



Bridge IP config

Default route
192.1658.1.1

m
o
=

Bridge b1l IP

Index IP/mask Insert
1 192,168.1.99/24 Edit Delete Down Insert
2 10.53.3.99/24 Edit Delete Up Insert

Bridge b2 IP

Index  IPfmask
1 1.1.1.99/24
2 1.1.1.5/24

Insert
Edit Delete Down Insert

Edit Celete Up Down Insert

3 1.1.1.4/24 Edit Delete Up Insert
Bridge b3 IP
Index  IPfmask Insert

1 2.2.2.99/24
2 2.2.2.5/24
3 2.2.2.4/24

Edit Delete Down Insert

Edit Celete Up Down Insert

Edit Delete Up Insert




Group 1: Outbound LB

Parameters
Enabled or disabled: Enabled
Group name: “Wak_LB
Yirtual IP;
Yirtual IPS:
Ports: TCPE0
Load balancing algorithm: WRR
Health check method: PING

Ping TTL: 4
Health check interval {in sec): 10
Health check target: 8.8.8.8
Health check counts: 1:1:0:1:1:0
Granularity: SO

SD timeout (in sech: 10

SD connection limit; 1000000
Log: an
SHAT IP:
SHAT IPE:
DHAT: off
allow unreplied: off
Reply to server: off
all severs down action: DROP
One server down action: CONTINUE

Server list
Index Server IP Server ‘Weight Connection SO limit SMAT SMAT
P& limit 1P IPG
1 1.1.1.254 1 looooodooo  1o0o0ogoooo 1.1.1.99 E
2 2.2.2.254 1 lo00oooooo 1o0o0ogoooo 2.2.2.99 E
]
Edit BEEE inBOX



Infilter 1/2

Inbound filters

Index Label Bridge Source Destination Misc, Log Aaction
P IP
1 o CALL Ed
Management
2 an CALL Ed
Reply_properly
3 an CALL Ed
Static_mapping
4 o CALL Ed
Inbound_LE
g o CALL Ed

Cutbound_LB

B Management b1 192,168.1.99 on ACCEPT

(e



=

10

11

12

13

14

Reply_properly

Static_mapping

Outhound LB

Inbound_LE

Infilter 2/ 2

bz

b3

bz

b3

b1

bz

b3

1.1.1.5

2.2.2.5

1.1.1.4

2.2.2.4

forwarded_from=1.1.1.254

forwarded_from=2.2.2.254

TCP
dstport=80

TCP
dstport=80

LDP
dstport=53

LDP
dstport=53

ulg]

on

ulg]

an

on

an

on

REPLY _GW  EC

1.1.1.254

REPLY_GW Ec

2,2.2,254
DMNAT Ec

192,1658.3.5
DMAT Ec

192.168.3.5
L45W Ec

Gl

DMSPROXY  EC
proxy 1
DHNSPROXY  Ec
prosy 1

BEE[I inBOX



DNS proxy for inbound LB

Proxy 1 parameters
Log: on
TTL: 30

Edit

Proxy 1 upstream server list

Index Domain Server IP Insert
1 abc.com 192.168.3.4 Edit Delete  Insert

Proxy 1 record 1 parameters Proxy 1 record 1 target list

Hostname: www.abc.com Index Reply IP Health check

algorithm: ALL 1 1.1.1.5 Local SLB group 2 Ec
Edit 2 2.2.25 Local SLB group 3 Ec




Group 2: WAN 1 health
check

Parameters
Enabled or disabled: Enabled
Group name: WaAN_1_check

Virtual IP: Server list
Yirtual IP6: Index Server IP Server IP6 Weight Connection limit SHMAT IP SMNAT IPG
Ports: TCPEO 1 1.1.1.254 1 loaoooooan 1.1.1.99 Ec

Load balancing algorithm: WRR
Health check method: PING

Ping TTL: 4
Health check interval {in sec): 10
Health check target: 8.8.8.8
Health check counts: 1:1:0:1:1:0
Granularity: TCP
Log: on
SHAT IP:
SHAT IPG:
DHAT: on
Allow unreplied: off
Reply to server: off
Al severs down action: DROP
One server down action: CONTINUE

g

»
o
o]
5.

o
o




roup 3: WAN 2 health
checle

Parameters
Enabled or disabled: Enabled

Group name: Wakl_2_check
Yirtual IP:

Yirtual IPG;

Ports: TCP20

Server list

Index Server IP  Server IP6 Weight Connection limit SMNAT IP SHAT IPG
1 2.2.2.254 1 logoogoogo 2.2.2.99 E

Load balancing algorithm: WRR
Health check method: PING

Ping TTL: 4
Health check interval {in sec): 10
Health check target: 8.8.8.8
Health check counts: 1:1:0:1:1:0
Granularity: TCP
Log: on
SMNAT IP:
SMAT IPA:
DMAT: on
allow unreplied: off
Reply to server: off
all severs down action: DROP
One server down action: CONTINUE

»
o
o]
5.
o
o

|
™)
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Global Server Load Balance EBig G kzs&
Bl e

138 FMEPRE =R (B 2 E 1R HEAE [E] Ak
XNl Axes B¥4H - ol B IR HEARTS - B8
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inBOX



www.abc.com
Two sites: Site A and Site B.

Site A: Web_A at 1.1.1.30, DNS_A at
1.1.1.40

Site B: Web_B at 2.2.2.30, DNS_B at
2.2.2.40

DNS[E]Zwww.abc.com%&1.1.1.30 and
2.2.2.30_{@E1IP.

inBOX



GSLB: Before

Site A 7 Web1.1.1.30

E'I/’/f’//

“//7/ DNS 1.1.1.40

llllllllllllllllllllllllllllli:;:::;’:‘::::: llllllllllllllllllllllllllllll
9454

E'f;:’/;:’/

¥/ 192.168.1.1

Web 192.168.1.30 DNS 192.168.1.40



{EsitesAweb serviceHJAREE
AXDNS proxy, {xB21ERIAVAREE -
A9 —1E 2k _{EIP(s).

S Esitell—&ServerDiff - B&1

) Monitor
and 2) &

O

inBOX



GSLB: After

S|te A 7/ Web 11130

4,';m,, DNS 1.1.1.40
E;:Z;:Z;« GSPS 1.1.1.50

192.168.1.99

management at port 443,
GSPS at port 9001

=]
=

N

DNS 192.168.1.40

Web
192.168.1.30,
192.168.1.31,

]
192.168.1.32, ... BEIE[I inBOX




GSLE config

Proxy 1 parameters

Log: an Inbound filters
TTL: 60 Index Label Bridge Source IP Destination IP Misc, Log Action
Edit 1 192,168.1.40 UDp on  DHWSPROXY Ed
dstport=53 prosy 1
Proxy 1 upstream server list 2 192.168.1.40 TCP on  DMSPROXY Edi
Index Domain Server IP dstport=53 proxy 1
3 192,168.1.99 TCP an E5P5 di

1 abc,com 192,.16%8.1.40 Edit Dele dstport=0001 =

Proxy 1 record 1 parameters
Hosthame: www . abo,com IP watch

Algarithm: ALL Index IF Bridge Insert
Edit 1 192.168.1.40 bl  Edit Delete Insert

Proxy 1 record 1 target list

Index FReply IP Health check
1 1.1.1.20 Local SLB group 1 Ed

2 2.2.2.30 Remote SLB group 1 Ed
at 2.2.2.50:9001

inBOX



GSLE health check methods

=

Always on: e E B RFE KR 2R ERY -
o] PUR M ARTS -

Local: [B]f&Zut ( AHE ) FIERFHRVIERR

L
Bt o
7N

Remote: [O] &=t H & % 48 g0 {2

\
N
i
>t

TP
3R Hkgb °
N 70N

My

inBOX



GSLB algorithms

ALL : BIEFTE BRI E k= 4E
FIRST : [B]& 5 —E# R a iRz 7H

N

B[!]EE inBOX



T 5}5 B2 ¥F
P\ HS 52T

BooiREE — s ERE ( LIFh&E—)
EAEEE\%FF%%E@J serverdiff-v5.0.0.bin
Web Ul: TEB / &% / -1E8EE

"'"_UIE_ O|fE T 256 A - BAEIEE A O[S
=5

Eiaﬂ»&féﬁmﬁﬂ THThRZAR
== EEZ‘EEQZ‘E%%@?% IEHE ((BRREA

=k _EEE’%ﬁi'IjJ )

inBOX



AWacL

e fE4EIZHAE - IRER RRARTS
ARt . HatilsR - WasFaR - S
AR 2K

RN eIV ERED

AL ED /ﬁ&ﬁ%ﬁ’ﬁ@ tool hostname,
tool halink, tool bypass @ :EBE1TEHE1E

inBOX



2 89 el ==F =7 & = B4
_J J ,".I' /}JJ ;J/E _'/\\, :i'-l"/‘\[. f-l}EJ —-/_'N:

1ol Aix g5 12 e Bl 52 X BURK E%EIOQE@J
downZ1E 9%(105 i mup

Mo
Mo

server 2 LIP,
server 4 DOV,
server 4 LIP,
server 2 DOV,
server 2 UIP,

9 serverdiff: Group
IIIEI:EE:EE serverdiff: Group

Mo

08:26: 53 serverdiff: Group

20
2
Mow 2 08:26:35 serverdiff: Group
2
2

0g:27:02 Seruermff: Group
274 iff: Group

1
1
1
1
1
1
56 ser n—-rrh’r’r: Group 1 serve
08:28:23 serverdiff: Group 1 server 1 DOWHN,
1
1
1
1
1
1

2
Mow 2 08:28:32 serverdiff: Group 1 server 1 UP,
Mow 2 08:28:59 serverdiff: Group 1 server 1 DOWR,
Mow 2 08:29:08 serverdiff: Group 1 server 1 UP,
Mow 2 08:29:08 serverdiff: Group 1 server 2 DOWR,
Mow 2 08:29:17 serverdiff: Group 1 server 2 UP,

2

08:30:11 serverdiff: Group 1 server 4 DOWHN,

o] FRE R RORIA REL - £11:1:0:1:1:0 ->

inBOX



l_ JrJ OB <= 4 _//Eﬂ

Mae R

\'I

7}%& 478 Z2IRNRAM

FREH 1 (Web sample) RS

G | AR IPfAE AR5 |HEE | iR 8 |Sessiondy | Mode
1 | 10.53.3.13 | o |B2RE| 1 [23953| 179086 |on @&
2 | 10.53.3.14 | au [f2EE| 1 |23889| 179086 |on WE
3 | 10.53.3.15 | du [f2EE| 1 |24114| 179088 |On @E
4 | 10.53.3.16 | au |f2 1 |24033| 179085 [Half Q»‘;E

B
A ARG LB
bl -

W

ZEE MR -
= oiEERES 4E’JmodeE$Z)ﬂzHalf

¥ﬁE’JL“7?E'7tK A AR EZ4 T - F?_
?Enl%n?n&j:ﬁ ’

E

inBOX



B AR =4 3E
REEMO

BELH1 (Web sample) 4 &8

SRR AR EE IR AL 1 85 (HEE 3858 |Sessiongr| Mode

1 | 10.53.3.13 | o |g2@E| 1 |31769| 253618 |on mE
2 | 10.53.3.14 | o || 1 |32033| 253584 |on @E
3 | 10.53.3.15 | 4 || 1 |32169 253561 |on @
4 | 10.53.3.16 | < |@@EE| 0 | © 0 |Half @

IRz o] LAE El Ak ss 4 &

$ 45 8 Flsession B & #1874\

h

- INRAM -

inBOX



42

TS A E

T EHE - FiEmE

SRR - 1EfEAkes 4E’JMode1ﬁl = On ;

FHa 1 (Web sample) 1RER

B 2% Alsession 7y

7 #afE i as

SRR | AT AR 28 TP AL AR A | E SR8 |Sessiongr | Mode
1 |10.53.3.13 | o |B2EE| 1 [24110| 169118 |on mE
2 | 10.53.3.14 | du [f2EE| 1 |23794| 189118 |on @E
3 | 10.53.3.15 | o |f2EE| 1 |23888| 189117 |on @E
4 | 10.53.3.16 | du [f2EE| 1 |24198| 189117 |on @

KE

H T o

BAREL D

UGS IF 5SS hRK -

inBOX



B —IFFEE - —1F—RE NE -
EE—ERAE  MRAFETS (B
JORIP - BHIPESES) - Hh= A ffactionts E
FIEE - dNRlog=on - 1= £ connection
logs®s MACEE -

inBOX



CONTINUE A - BB REHElog - #&EEinfilter -

ACCEPT ¥ EAR - BEFAinfilter -

DROP EZELR - BiRIinfilter -

REJECT EZER - WO Ereject & - BEFFinfilter -

CALL <label> Bk Elabel 2 <label>Rinfilter block -

RETURN [o] 2| 10U 35 $Rinfilter blockgy 24 -

SLAVE YNREBLAR ZSNMP - ZEEFinfilterli =L HE1EE - K
AE AL B Einfilter -

Reply GW <gateway> EEANCIRE T Bl B R A TE ERYgateway - AE/ETE
infilter -

Request GW <gateway> ?Ef@%%ﬁ@%ﬁ%ﬁ@%%%‘éﬁﬁqgateway o AurBEE
infilter -

inBOX



Infilter Actions 2/3

SNAT <ip> EARRARIP B <ip> - ##& Einfilter -
DNAT <ip> [<port>] BARR B MIP A <ip> - HIRABIEE<port> + BB

H W portth X - &4 Einfilter

Account From group <g> BERERE N ERfH<g>ERgR<s>HIELR -

server <s> # /B Einfilter

DNS Proxy 138 47 5 K ServerDiffBdDNS proxy - = GSLB -
A 4B Einfilter -

GSPS 1 & 47 58 X ServerDiffiyGSPS (Group Status
Protocol Service) - =24 GSLBFRARY - A&/&EE
infilter -

inBOX



Intilter Actions 3/3

L4SW to group <g>

BEEE4H <g>fHlload balance - MR E #load
balance=E & @Mkas - MLEBEFinfilter - MNRK
drop - BAE #drop - R continue - B AR
ZEinfilter -

L4SW to group <g> with
source IP over-ride <ip>

B A FH <g>1tload balance - RERKIRIPZ
<ip> -

L4SW to group <g> with
source mask <mask>

Li%ﬂﬁxgﬂﬁﬁlload balance - KIRIPE #%
<mask>E=

inBOX



Perrormance Evaluation
PL100MbpsiiiE ( IBEEAIE ) &4
/EJEﬂ%QEQ .

— Connection rate (connections per second):
1,000 CPS.

— Per connection: 1.25KB to server and 12.5KB
from server.

4= B3 .
%%MD7< .

— L2 BW: 124M bps TX and RX.

— L2 packet rate (packets per second). 25.8K
PPS TX and RX.

inBOX



=5 fEconsole’ T E & FF
1% 165 : EManagement IPHEZ A # E
FiA R
too arpmg bl 192.168.1.99
MERABLOZE - BRBIPESE

inBOX



e B Al FE0 15 18

fE BRI D TUaE, ﬂﬂEiﬂUEﬁH% - BiFRE:
debug®l £« s 1

fEconsoles T E _F@ _
tool http_simulate group 1 server 1

inBOX



BN EE= 1 group 2z Alwww.google.com
HJserver, 1B Z2#AZF]200 OK

mir# tool http simulate group 2 serwver 1
GET / HTTR/L.1
Host: www.google.com

HTTP/1.1 382 Found

Cache-Control: private

Content-Type: text/html; charset=UTF-&

Location: hittp: /A . google.com.tw/fgfe_rd=crieli=F359%PiDCce510WF ol HuCA
Content-Lengkth: 2

Date: Tue, 92 Dec 2014 11:18:15 GMT

Serwer: GFES2.8

dlternate-Protocol: 8@:quic,p=&.&2

<HTML><HEAD><meta http-equiv="content-type” content="text/html;charset=utf-&">
<TITLE>322 Mowved</TITLE»</HEAD > <BOOY »

A2 Mowved</HL»
The documert has mowved

<& HREF="http://wuw.google.com.tw/?gfte_rd=cr&amp;el=F559YPiDCco510WPolHWC A" »here
</A>,

</BODY > < /HTML >

admir#
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{#host to checked Biwww.google.com.tw
alld [

admin® tool http simulate group 2 serwver 1
GET / HTTR/1.1
Host: www.google.com.tw

HTTR/1.1 288 OK
Date: Tue, &2 Dec 2814 11:12:81 GMT
Explres: -1
Cache-Control: priwvate, ma:
Conternt-Type: text/html; b r
Set-Cookie: FREF=ID=6deddf77bZ : B:TM=141751872L: LM=14175 18721 5=rOfucdBa
; expir Thu H1-D 11:1 'Bl GMT; path s, domaln=.google. com. tw
: HID—b?— % i5 ellvy 1 7RwEl i CGKAgOF
L GEGetTgb; expires=wed
12:@1 GMT; p:rth /i dl.]'ﬂ:llrl—.IE,GGIE,lE.L_m.tl'-.I; HttpOnly
iz not a P3F policy!l See http:/fwww.google. comfsupport/accounts /bl
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